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Executive summary

The GENIUS Act establishes a national framework for U.S. dollar-denominated payment
stablecoins, with strong prudential and Bank Secrecy Act (BSA) anchors, explicit “lawful
order” definitions for freezes/blocks, segregation of reserves and customer assets, and a
staged, federal-state supervisory model. These choices have major implications for privacy,
cybersecurity, cross-border data flows, and the future of privacy-preserving compliance.

As the Privacy Working Group of INATBA, we support the Act’s clarity on due process for
“lawful orders,” the codified exemptions for self-custody/P2P, the segregation of customer
assets, and the path the Act creates for privacy-enhancing AML innovation. We
recommend: (i) privacy-by-design requirements in the implementing rules, (ii) strict limits
and transparency around transaction monitoring and blocklists, (iii)j adoption of
privacy-preserving verification for sanctions/AML, (iv) extending the Act's data-use
limitations beyond a narrow issuer subset, and (v) interoperable security baselines aligned
with NIST and EU normes.

1) What the GENIUS Act changes that matters for privacy & security

e Issuers are BSA “financial institutions” with explicit AML/sanctions
capabilities. The Act treats permitted issuers as financial institutions under the
BSA and requires risk-based AML programs (customer identification, suspicious
activity reporting), sanctions screening, recordkeeping, and technical
capabilities to block/freeze transactions in response to lawful orders.

e ‘“Lawful order” is defined with due-process guardrails. The Act requires a
final, valid order from a competent U.S. court/agency that specifies the assets
with reasonable particularity and is subject to review/appeal. This is a crucial
boundary against general-purpose surveillance or vague demands.

e Self-custody and P2P are out of scope. The Act excludes self-custodial
software/interfaces and direct transfers between natural persons from the
prohibition on non-permitted issuance and from certain intermediary
obligations, preserving important privacy-protective rails for individuals.

e Public company issuers (non-financial) face data-use limits. Where
non-financial public companies are permitted to issue, the Act bars using
non-public personal information from stablecoin transactions to target/
personalize ads, sell to third parties, or share with non-affiliates without
consent—subject to compliance exceptions.

e Segregation, custody, and insolvency protections. Customer assets
(stablecoins, keys, reserves) must be segregated, treated as customer property,
and protected from a custodian’'s creditors; holders receive priority in an issuer
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insolvency, and redemption from reserves is carved out of the automatic
stay—key security and consumer-protection measures.

e AML innovation mandate. Treasury/FINCEN must research, consult, and issue
guidance/rules on innovative detection methods (including APIs, Al, digital
identity, blockchain monitoring), DeFi risk standards, and standards for issuers
to identify/report illicit activity—creating a formal avenue for privacy-preserving
compliance techniques.

e Interoperability standards and reciprocity. Regulators may set compatibility
standards (with NIST consultation), and Treasury can recognize “comparable”
foreign regimes and establish reciprocal arrangements—both critical to
cross-border privacy/security and consistent, interoperable controls.

e Effective date & rulemaking timeline. The Act takes effect on the earlier of 18
months post-enactment (January 18, 2027) or 120 days after final implementing
regulations; multiple agencies have 1-year rulemaking deadlines, and FinCEN
has up to 3 years for its AML-innovation package.

2) INATBA Privacy WG position

We support:

e Clear due-process standards for freezes/blocks; codified self-custody/P2P
exemptions; segregation and customer-asset priority; and the AML-innovation
track that can legitimize privacy-enhancing technologies (PETs).

We are concerned about:

e Over-broad or indefinite transaction surveillance in the name of compliance,
particularly where monitoring of mixers/DeFi could be interpreted as bulk
collection rather than risk-based, purpose-limited processing.

e Narrow scope of the Act's data-use limits (constrained mainly to certain
non-financial public company issuers). Users deserve consistent protections
regardless of issuer corporate form.

e Ambiguity about how “technical capability to comply with lawful orders” is
implemented—e.g., whether at wallet, issuer ledger, or protocol layers—and the
risk of creeping centralization or unreviewable blocklists.

e Cross-border transfers under reciprocity without explicit data-protection
adequacy and redress standards; and potential for publication-based
designations (e.g.,, noncompliance notices in the Federal Register) to trigger
broad secondary-trading bans without granular consumer redress.

3) Implementation recommendations

A. For Treasury / FInCEN (BSA/sanctions & innovation)

1. Codify privacy-by-design AML
a. Endorse PETs (e.g., zero-knowledge sanctions checks, selective
disclosure credentials, on-device screening with auditable attestations)
so compliance signals can be verified without exposing raw PIl or full
transaction graphs. Build this into the §9 guidance/rules package.
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2. Risk-based, purpose-limited monitoring
a. In the standards for identifying/reporting illicit activity, require
proportionality, data minimization, bounded retention, and auditable
access controls. Clarify that “monitoring mixers/DeFi" (§9(d)(3)) must be
risk-scored and not generalized dragnet surveillance.
3. Block/freeze governance
a. Publish a model process for “lawful order” execution: order
authentication, scoping, duration, periodic review, consumer notice
(where lawful), and appeal pathways. Require transparency reports
(counts, categories, processing time, geographic scope).
4. Cross-border reciprocity with privacy guarantees
a. When determining “comparable” foreign regimes and reciprocal
arrangements, include privacy criteria (purpose limitation; adequacy;
redress; breach notification) alongside prudential and AML
comparability.
5. Fairness & explainability for Al-assisted AML
a. Where Al is used per §9(a)(2), require testing for bias/false positives,
human-in-the-loop escalation, and adverse-action explanations when
decisions affect access to financial services.

B. For primary Federal payment stablecoin regulators (OCC, Federal Reserve, FDIC,
NCUA)

1. Privacy & security baselines in §4(a)(4) IT risk standards
a. Align with NIST frameworks; require formal key-management (e.g., HSM
or MPC), least-privilege, secure enclaves for signing, code-signing of
wallet  components, supply-chain SBoM, and vulnerability
disclosure/bounty programs.
2. Data-use limits for all permitted issuers
a. Extend the core of 8§4(a)(12)(B)'s data-use prohibitions (no ad
targeting/sale/sharing of non-public personal information without
consent) to all issuers via rule—harmonizing treatment and reducing
incentives for regulatory arbitrage. Define ‘“consent” as specific,
informed, revocable, and separate from terms of service.
3. Customer-asset segregation and incident reporting
a. Under 8§§10-11, require explicit incident categories (key compromise,
reserve mis-segregation, data breach), 72-hour regulator notice, and
end-user notifications where risk of harm exists. Link operational risk
capital add-ons to breach history.
4. Interoperability without de-anonymization
a. When setting §12 interoperability standards, avoid requirements that
would force universal on-chain identity exposure; instead, standardize
verifiable compliance proofs and portable KYC attestations that
preserve pseudonymity for routine payments.

C. For State payment stablecoin regulators

e Use the 84(c) “substantial similarity” certification to codify equivalent
privacy/security controls (data minimization; PET-friendly compliance;
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segregation; incident reporting) and to ensure reciprocity does not degrade
protections for residents.

D. For issuers, custodians, and digital asset service providers

Adopt a PETs-first compliance stack: sanctions proofs with ZK attestations;
credential-based KYC (reusable, privacy-preserving IDs); on-device screening
with server-side verification; and red-team exercises for model drift/bias.
Publish privacy nutrition labels: data categories collected, purposes,
retention, third-party sharing, and a user-friendly explanation of freeze/block
processes and appeal rights.

Harden key custody: enforce multi-operator controls, quorum signing,
tamper-evident logs, just-in-time access, and continuous monitoring tied to
incident response plans mapped to §10.

4) Alignment with EU privacy & global interoperability

Although the Act is U.S. law, many issuers will serve EU residents and interact with EU
financial market infrastructures. We encourage implementing rules to:

Recognize GDPR-grade principles (purpose limitation, minimization, data
subject rights) as compatible with U.S. AML goals when PETs are used.

Support portable, verifiable identity attestations (e.g., elDAS 2.0 qualified
credentials) so issuers can meet BSA/KYC without duplicative data collection.
Ensure reciprocity determinations consider data-protection and redress
equivalence, reducing conflict-of-laws risk in cross-border stablecoin flows.

5) Timeline & engagement

Rulemakings due within 1 year of enactment (agencies) and Act effective by
the earlier of January 18, 2027 or 120 days after final rules—so design choices
made in the next 6-12 months will set privacy/security baselines for years.
INATBA's Privacy WG stands ready to contribute technical drafts, test vectors for
PETs, and cross-jurisdictional mapping to support regulators and industry.

Appendix — Clause-by-clause privacy/security crosswalk (selected)

Definitions; “lawful order.” Due-process elements limit overbroad requests
(final/valid, particularity, reviewable). Privacy impact: harrow, auditable scoping
for blocks/freezes.

§3 extraterritoriality; exemptions for P2P/self-custody. Preserves individual
privacy channels while regulating intermediated markets.

§4(a)(5) BSA treatment; §4(a)(6) technical capability to comply. Necessitates
careful design to avoid mass surveillance; calls for PETs.

§4(a)(12) data-use limits (non-financial public companies). Demonstrates
Congressional intent to cabin exploitative secondary uses; should be
broadened in rule.
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§9 AML innovation. Mandates research and guidance on novel techniques
(APIs, Al, identity, blockchain analytics) and DeFi risk standards—ideal vehicle
for PETs.

§10-811 custody & insolvency. Strong segregation and holder priority;
redemption carve-out from automatic stay. Security impact: reduces consumer
loss in failures and incentivizes robust custody.

§12 interoperability. Opportunity to standardize privacy-preserving
attestations rather than force identity centralization.

§18 reciprocity. Cross-border access conditioned on “comparable” regimes; add
privacy adequacy to the comparability test.

§20 effective date. Sets transition runway for getting privacy/security right in
the first generation of rules and products.

About INATBA's Privacy Working Group

We convene global experts in cryptography, compliance, policy, and product security to
advance trusted, privacy-preserving digital finance. This memo is intended for public
discussion and does not constitute legal advice.

Primary source: Public Law 119-27 (*“GENIUS Act”), enacted July 18, 2025.



