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Introduction

Digital literacy has become fundamental to education, employment, and citizenship. It
extends far beyond basic technical competence, encompassing critical thinking, creativity,
ethics, and meaningful participation in digital, civic, and economic life. As automation,
artificial intelligence (Al), and data-driven technologies transformm economies and global
systems, the range of skills and competencies needed to participate meaningfully and
confidently in society continues to expand.

This shift is driven in large part by evolving industry demands. Organisations across
sectors now expect employees to navigate digital platforms, interpret data, collaborate in
virtual environments, and engage responsibly with Al-enabled systems. The accelerating
pace of digital transformation means that roles are changing faster than traditional
education models can adapt, creating an urgent need for agile, future-ready
competencies. Digital literacy, therefore, underpins not only personal opportunity but
national competitiveness, workforce resilience, and economic innovation.

Increasingly, digital literacy is understood not as a technical toolkit, but as a behavioural
ecosystem. It encompasses awareness, discernment, adaptability, and the ethical fluency
required to navigate the opportunities and risks of the digital age. This evolving
understanding reflects a broader recognition: digital capability is no longer about
operating tools, but about thinking critically, acting responsibly, and participating
meaningfully within complex digital environments.

Understanding Digital Literacy Today

Digital literacy is the ability to access, evaluate, create, and communicate information
safely and responsibly through digital technologies. It is evolving from device mastery into
a multidimensional capability that integrates information, media, data, and Al literacy.
According to the European Commission’s DigComp 2.2 framework!, it encompasses
information and data literacy, communication and collaboration, content creation, safety,
and problem-solving (Vuorikari et al,, 20222). Digital literacy also connects to broader ideas
of digital citizenship, inclusion, and participation in social and civic life. This widens the
concept from skills to behaviour and values.

Global Impact:

Governments and education systems are reframing curricula to embed digital
competence across learning pathways. UNESCO's Digital Literacy Global Framework
(UNESCO, A Global Framework of Reference on Digital Literacy Skills (Indicator 4.4.2),
20183) highlights that literacy must include safety, ethical participation, and social

"Vuorikari, R., Kluzer, S. and Punie, V. (2022) DigComp 2.2: The Digital Competence Framework for Citizens.
Luxembourg: Publications Office of the European Union. https://doi.org/10.2760/115376

2Vuorikari, R, Kluzer, S. and Punie, Y. (2022) DigComp 2.2: The Digital Competence Framework for Citizens — with
new examples of knowledge, skills and attitudes. Luxembourg: Publications Office of the European Union (JRC
Science for Policy Report; EUR 31006 EN). Available at: https:/doi.org/10.2760/115376

* Law, N. & Woo, David & Wong, Gary. (2018). A Global Framework of Reference on Digital Literacy Skills for
Indicator 4.4.2.



https://doi.org/10.2760/115376
https://doi.org/10.2760/115376
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responsibility. Current labour-market studies suggest that a very high proportion of jobs
already require digital skills. As digital transformation continues, a majority of future roles
are likely to demand advanced digital competence.

The Expanding Skillset for the Digital Age

The skillset required for the digital age continues to grow and diversify. Foundational skills
such as online communication, data awareness, and cybersecurity are essential for all
citizens. Meanwhile, advanced competencies such as Al literacy, data analytics, and
automation management are increasingly in demand across sectors (World Economic
Forum, 2025%). McKinsey & Company (2025°) notes that digital skills are no longer confined
to IT professionals but are increasingly expected in most roles.

The Essential Skills Framework

Digital literacy today is based on core competencies.
Core Competencies

e Information and data management

e Communication and collaboration

e Content creation and licensing awareness
e Safety, security, and privacy

e Creative and critical thinking

e Problem-solving and adaptability

These core competencies can be broken down into foundational and advanced digital
skills; the table below highlights them.

Foundational vs. Advanced Digital Skills: A Quick Comparison

Category Foundational Skills Advanced Skills

. . . JAl prompt engineering, data analytics,
. Online communication, basic . . .
Technical algorithmic understanding,

cybersecurit
Y Y Cybersecurity, and IoT safety

Ethical Al governance, creative
Human-Centric |Collaboration, adaptability problem-solving, Al literacy, and
prompt engineering

Sustainable loT security, Workflow

Emerging Data awareness e N . .
\verification, citation, and licensing

https://www.researchgate.net/publication/326223206_A_Global_Framework_of_Reference_on_Digital_Literacy_Sk
ills_for_Indicator_442

“World Economic Forum (2025) The Future of Jobs Report 2025. Geneva: World Economic Forum. Available at:
https://www.weforum.ora/publications/the-future-of-jobs-report-2025

5 McKinsey & Company (2025) We are all techies now: Digital skill building for the future. 14 July. Available at:
https:/MWww.mckinsey.com/capabilities/people-and-organizational-performance/our-insights/we-are-all-techies-



https://www.mckinsey.com/capabilities/people-and-organizational-performance/our-insights/we-are-all-techies-now-digital-skill-building-for-the-future?utm_source=chatgpt.com
https://www.mckinsey.com/capabilities/people-and-organizational-performance/our-insights/we-are-all-techies-now-digital-skill-building-for-the-future?utm_source=chatgpt.com
https://www.weforum.org/publications/the-future-of-jobs-report-2025/?utm_source=chatgpt.com
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For interactive tools, explore DigComp's online self-assessment
at ec.europa.eu/digital-building-blocks/digcomp.

The Human Dimension of Digital Skills

Digital transformation and automation also elevate the importance of human capabilities.
Emotional intelligence, critical thinking, collaboration, and creative problem-solving
complement technical expertise, becoming strategic assets of human competence. The
World Bank® (2024) emphasizes that developing digital skills must go hand in hand with
strengthening adaptability, ethics, and social awareness to ensure technology benefits all.
Example: Finland's Elements of Al initiative combines technical learning with civic
responsibility.

The future of digital competence is not about replacing human judgment with code, but
about teaching code to respect human judgment.

Human Competencies in a Digital Era

In an age of accessible Al and overwhelming information, when knowledge becomes
seemingly infinite, discernment becomes the rarest skill. Traditional teaching models risk
obsolescence unless they adapt. MOOCs and platforms such as Edexcel (edX), Coursera,
and FuturelLearn democratise access, shifting the premium to competencies like
judgment, adaptability, curiosity, and ethical reasoning.

Example: Professor Luis Carro’s Qualificalia Analytics at the University of Valladolid, Spain’
recognises transversal competencies and micro-credentials aligned with the European
Learning Model. This approach validates prior learning and human-centred skill sets,
measuring growth, not rote performance. In parallel, Dublin City University’'s DCU Futures
initiative has developed a Transversal Skills Competence Framework and the MySkills
platform, embedding and evidencing seventeen transversal skills across programmes,
with students formally assessed on these skills and able to generate DCU-verified skills
reports to share with employers.”

Education and industry will increasingly prioritise human-centred metrics: reflection
rather than repetition, behaviour analytics and understanding, learning agility, and ethical
governance will become the essential competencies of a digital, Al-driven era.

Addressing Inequality and Access

The digital divide now extends beyond connectivity to disparities in quality of use, access
to opportunities, and depth of engagement. Despite growing access to devices and
connectivity, significant digital divides persist across gender, income, and geography. The

& World Bank (2024) Al revolution in education: What you need to know. Digital Innovations in Education, Brief
No. 1. Washington, DC: World Bank. Available at:
https://documentsl.worldbank.org/curated/en/099734306182493324/pdf/IDU152823b13109c514ebd19¢c241a289470b
6902.pdf

7 DCU; Transversal Skills. https:/www.dcu.ie/ovpaa/transversal-skills



https://ec.europa.eu/digital-building-blocks/digcomp
https://www.dcu.ie/ovpaa/transversal-skills
https://documents1.worldbank.org/curated/en/099734306182493324/pdf/IDU152823b13109c514ebd19c241a289470b6902.pdf?utm_source=chatgpt.com
https://documents1.worldbank.org/curated/en/099734306182493324/pdf/IDU152823b13109c514ebd19c241a289470b6902.pdf?utm_source=chatgpt.com
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UNESCO Digital Literacy Global Framework® (2018) and the Coursera Global Skills Report®
(2025) both highlight that access alone does not guarantee empowerment; targeted
education and inclusive policies are needed to ensure equal participation in digital
economies.

Persistent Barriers:

Persistent structural barriers, including gender, disability, language, geography, and
socioeconomic status, continue to shape digital participation.

Inclusive design will increasingly shape education policy and public procurement,
embedding human-centred digital transitions and can help transform access into
meaningful participation.

Design Rules for Inclusion:

e Accessible formats

e Mobile-first, low-bandwidth tools

e Multilingual syllabuses and summaries
e Assistive technology compatibility

e Community access hubs

Regional disparities persist: Coursera’'s Global Skills Report 2025 ranks Singapore fourth
globally and first in Asia—Pacific for overall competencies, leading the Al Maturity Index;
Southeast Asian neighbours such as Thailand (42nd) and Indonesia (47th) trail. These
variances highlight the urgency of region-specific interventions, such as subsidised
micro-credentials, to convert access into equitable empowerment.

Education and Workforce Readiness

Education systems play a crucial role in developing digital literacy. Embedding digital
competence across all levels of learning, from early education to adult upskilling, ensures
long-term readiness for the evolving workforce. Digital transformation requires deep
integration of digital competence into learning ecosystems, and providing digital skills is
foundational across all disciplines, not limited to computing courses and practitioners.

The European Commission's Digital Education Action Plan™ (2021-2027) and Ireland’s
Adult Literacy for Life Strategy (2023) demonstrate national commitments to digital
learning ecosystems. For instance, Ireland’'s Adult Literacy for Life strategy" (2021-2030)
signals a national commitment to a whole-of-society digital learning ecosystem.

8 Law, N., Woo, D., de la Torre, J. and Wong, G. (2018) A global framework of reference on digital literacy skills for
Indicator 4.4.2 (Digital Literacy Global Framework). Montreal: UNESCO Institute for Statistics (UIS Information
Paper No. 51). Available at: https://Junesdoc.unesco.ora/ark:/48223/pf0000265403

° Coursera (2025) Global Skills Report 2025. Available at: https://www.coursera.org/skills-reports/global

© European Commission (2020) Digital Education Action Plan 2021-2027: Resetting education and training for
the digital age (COM/2020/624 final). Brussels: European Commission. Available at:
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52020DC0624

" Government of Ireland (2021) Adult Literacy for Life: A 10-year adult literacy, numeracy and digital literacy
strategy Dublin: Department of Further and ngher Education, Research Innovation and Science. Available at:



https://www.gov.ie/en/publication/adult-literacy-for-life-a-10-year-adult-literacy-strategy/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52020DC0624&utm_source=chatgpt.com
https://www.coursera.org/skills-reports/global?utm_source=chatgpt.com
https://unesdoc.unesco.org/ark:/48223/pf0000265403
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According to the European Commission’s 2024 Digital Decade Report?, 72.9% of people in
Ireland have at least basic digital skills, well above the EU average of 55.6%. Such initiatives
demonstrate how localized upskilling can bridge gaps and foster inclusive workforce
readiness.

Recent research by ETS®™ (2025) and the Digital Education Council™ (2025) reinforces that
Al literacy and data ethics must be embedded within learning frameworks, rather than
treated as add-ons.

To measure progress, ETS's Navigating the Digital Horizon (2025) sets out K-12 assessment
strategies that evaluate not only technical skills but also critical thinking and the ethical
use of digital tools. This is vital for addressing current gaps, with the EDUCAUSE Horizon
Report: Teaching and Learning™ (2025) calling for stronger pathways to advanced digital
literacies across curricula. Integrating such tools into programmes through clear rubrics
for Al-ethics projects, data-privacy simulations, and reflective tasks strengthens
accountability and equips learners for rapidly evolving demands.

Ethics, Safety, and Trust

As digital tools and Al systems become increasingly embedded in daily life, ethical and
safety considerations are paramount. Digital literacy now includes awareness of
misinformation, privacy and data protection, transparency in automated systems, and
algorithmic bias. UNESCO™ (2023) and the Digital Education Council 7(2025) highlights
that building public trust in technology requires transparency, inclusion, and responsible
digital design.

Trust is not coded into systems; it is cultivated through conscious design and informed
participation, and as human reliance on technology, especially Al, continues, digital trust
literacy is expected to become part of national security strategies to counter
disinformation and systemic manipulation.

Future Directions

Looking ahead, next-generation digital literacy will integrate advanced areas such as Al
fluency, data governance, and sustainability. The World Economic Forum'™ (2025) forecasts
that skills such as analytical thinking, creativity, and technological literacy will remain

2 European Commission (2024) Ireland — 2024 Digital Decade Country Report [fact page]. Brussels: European
Commission. Available at:
https:/digital-strategy.ec.europa.eu/en/factpages/ireland-2024-digital-decade-country-report

¥ Liu, L., Courey, K.A,, Kinsey, D., Ober, T.M. and Johnson, D.C. (2025) ‘Navigating the digital horizon: A proposed
framework and strategies for assessing digital literacy’, ETS Research Report Series, RR-25-06. Princeton, NJ: ETS.
https:/doi.org/10.64634/9jatfh97

“ Dlgltal Educatlon Councﬂ (2025) D/glto/ Educot/on Counc:IAl therocy Fromework Available at:

1 UNESCO (2023) Gutdonce for generat/ve Alin educat/on and research Paris: UNESCO. Avallable at:

7 Digital Education Council (2025) DEC Al Literacy Framework. Available at:
https://www.digitaleducationcouncil.com/post/digital-education-council-ai-literacy-framnework
'® World Economic Forum (2025) ‘3. Skills outlook’, The Future of Jobs Report 2025. Available at:



https://www.weforum.org/publications/the-future-of-jobs-report-2025/in-full/3-skills-outlook/?utm_source=chatgpt.com
https://www.digitaleducationcouncil.com/post/digital-education-council-ai-literacy-framework?utm_source=chatgpt.com
https://unesdoc.unesco.org/ark:/48223/pf0000386693
https://library.educause.edu/resources/2025/5/2025-educause-horizon-report-teaching-and-learning-edition?utm_source=chatgpt.com
https://www.digitaleducationcouncil.com/post/digital-education-council-ai-literacy-framework?utm_source=chatgpt.com
https://doi.org/10.64634/9jatfh97
https://digital-strategy.ec.europa.eu/en/factpages/ireland-2024-digital-decade-country-report?utm_source=chatgpt.com
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among the most valued. Governments, educational institutions, and industry leaders
must work together to ensure lifelong access to digital learning opportunities.

Ethical digital literacy is essential as Al systems integrate into daily life. Example: Estonia’s
e-Citizenship curriculum uses blockchain across public-sector databases to guarantee
data integrity by hashing and timestamping records (for example, health, property,
business, succession, and court registries) °.

Emerging Competencies in 2025

Next-generation digital literacy reflects a convergence of Al fluency, data
governance, digital ethics, sustainability, and human-centred design, forming a
holistic foundation for responsible and future-ready digital participation.

Beyond core digital literacy, 2025 demands niche skills like prompt engineering for GenAl
tools, enrollments in which have skyrocketed 195% globally®. Sustainable practices, such
as optimising Al models to reduce e-waste from data centres, are also on the rise.
Coursera's Job Skills Report 2025% identifies Generative Al and data analysis among the
fastest-growing skills, with data ethics and cybersecurity also increasing; the Global Skills
Report 20252 complements this by ranking country proficiency and highlighting Al
maturity, together underscoring the need to pair technical capability with ethical
oversight for resilient digital participation

Policy pathways must enable this transition through cross-sector digital competency
frameworks, community-level capacity building, scalable micro-credential systems,
inclusion and accessibility mandates, and funding mechanisms that reward ethical and
sustainable practice.

Conclusion

Digital literacy now underpins democracy and wellbeing. Misinformation, privacy, and
algorithmic bias now demand new critical awareness. Digital literacy has become the
quiet infrastructure of modern life, the unseen architecture that enables learning,
opportunity, citizenship, safety, creativity, and democratic participation.

In a world where information is abundant, Al is ubiquitous, and automation touches every
sector, the true measure of digital competence extends far beyond technical skill. It is the
ability to interpret, to question, to discern, to collaborate, to create, and to act with ethical
intent.

Digital literacy and the skills that support it are the foundation of participation,
productivity, and social inclusion in the modern era. As the pace of innovation accelerates,
investing in comprehensive digital education that balances technical capability with
ethics and creativity will be essential to empower individuals and build equitable digital

20 University Course News (2025) Coursera reports 195% rise in GenAl enrolments globally
https://www.universityworldnews.com/post.php?story=20250625171422750

2 Coursera (2025) Global Skills Report 2025. Available at: https:/Awww.coursera.ora/skills-reports/alobal
22 Coursera (2025) Job Skills Report 2025. Available at: https://www.coursera.ora/skills-reports/job-skills


https://www.coursera.org/skills-reports/job-skills?utm_source=chatgpt.com
https://www.coursera.org/skills-reports/global?utm_source=chatgpt.com
https://www.universityworldnews.com/post.php?story=20250625171422750
https://www.oecd.org/content/dam/oecd/en/publications/reports/2020/11/the-uncertain-promise-of-blockchain-for-government_fa793d6b/d031cd67-en.pdf
https://www.oecd.org/content/dam/oecd/en/publications/reports/2020/11/the-uncertain-promise-of-blockchain-for-government_fa793d6b/d031cd67-en.pdf
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societies. Policymakers should prioritise scalable upskilling programmes, while individuals
pursue lifelong learning through accessible platforms to thrive in this dynamic landscape.
The next decade will test our collective readiness. The speed of technological change will
continue to outpace regulation, educational reform, and cultural adaptation. To safeguard
equity and trust, societies must invest in systems that teach not only how to use
technology, but how to understand it, challenge it, and shape it. This demands
coordinated national strategies, inclusive design principles, private—public partnerships,
and robust digital rights frameworks.

Digital literacy is no longer simply a pathway to employment; it is a precondition for full
participation in civic, economic, and human life. It must therefore be recognised as a civic
right, a shared societal commitment, and an ethical responsibility.

Ultimately, technology will continue to evolve at an accelerated pace, but the values
guiding its use must remain human. Our most significant task is to ensure that innovation
does not outrun our capacity for judgment, empathy, and wisdom. A digitally literate
society is not merely technologically advanced; it is empowered, ethical, resilient, and
capable of shaping a future where intelligence and integrity move together.

Coming in January in Knowledge BYTES by INATBA: an exploration of
prediction markets — from betting to gamified finance — and why a
well-educated, digitally literate youth matters for companies.
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