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Europe can and must protect children online—without breaking the cryptography that 
keeps people, businesses, and critical infrastructure safe. “Chat Control” (the draft EU 
Regulation to prevent and combat child sexual abuse, COM(2022) 209) risks doing the 
latter if it mandates generalized or client‑side scanning of private communications. 

What the proposal does—and why encryption is in the crosshairs  

The Commission’s draft would require providers to assess risks and, where authorities 
order it, detect, report, and remove child sexual abuse material (CSAM). It also creates a 
new EU Centre that would maintain “indicators” providers must use when detecting 
CSAM. Those obligations cover hosting services and number‑independent interpersonal 
communications services (NI‑ICS)—the very category that includes end‑to‑end encrypted 
(E2EE) messaging.   

Europe’s data protection authorities have warned that mass or generalized 
scanning—especially for unknown CSAM and grooming—raises serious necessity and 
proportionality concerns under Articles 7 and 8 of the EU Charter and risks undermining 
encryption, which they say “contributes in a fundamental way” to privacy, free expression, 
innovation and the digital economy.  

Parliament has already improved the text: the LIBE committee’s position (confirmed in 
plenary for negotiations) excludes E2EE from detection orders and stresses last‑resort, 
targeted measures subject to judicial authorization. The INATBA letter calls on the Council 
to converge on that model and to reject client‑side scanning or any measure that would 
weaken encryption.   

Meanwhile, the temporary ePrivacy derogation that allows voluntary detection has been 
extended until 3 April 2026, creating breathing room to get the long‑term regime right. 
(European Parliament) Under the Danish Presidency (July–December 2025), the Council is 
expected to prioritise the file. 

Why this matters to blockchain privacy (and the broader digital economy)  

Blockchain systems rest on strong, uncompromised cryptography. Private keys, 
multi‑party computation (MPC) wallets, threshold signing, secure enclaves, and 
zero‑knowledge proofs all assume that plaintext stays at the endpoints and that 
cryptographic boundaries aren’t bypassed. When regulation nudges providers to scan 
content before encryption (so‑called client‑side scanning, CSS), it creates a new, 
privileged software pathway on user devices that can be exploited—and that expands the 
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attack surface around keys and messages that co‑reside in the same runtime. Decades of 
security research conclude that CSS “creates serious security and privacy risks for all 
society.”   

For Web3 specifically, the risks concentrate in four fault lines:  

1. Wallet‑integrated messaging & P2P overlays. Many wallets and dApps 
increasingly embed secure messaging or notifications. Any generalized 
scanning obligation for interpersonal communications would pressure those 
components to scan content on-device before encryption, degrading E2EE 
guarantees and introducing code that can surveil other application data paths. 
That is precisely the “spill‑over” risk EU researchers have flagged with CSS 
approaches.   

2. Key material and device trust. CSS requires privileged hooks in operating 
systems and apps. Those hooks are irresistible targets. If exploited, they 
jeopardize wallet seed phrases, session keys, and MPC shares—putting user 
funds and institutional assets at risk. Security scientists have outlined multiple 
failure and abuse modes for CSS, including repurposing and function creep 
beyond the initial scope.   

3. Open‑source and composability constraints. The draft foresees an EU Centre 
curating detection “indicators,” and detection tech must meet specified audit 
and performance requirements. That can entrench proprietary scanning 
components that open‑source wallet, node, and messaging projects cannot 
integrate without violating their own security models (or licenses), chilling 
innovation across the stack.   

4. Scope creep into privacy‑preserving tech. The Parliament’s research service 
notes the immaturity and high error rates of technologies proposed for 
detecting unknown CSAM or grooming—raising the risk of overblocking, false 
positives, and expansion to other domains when tools fail at scale. For Web3, 
that could translate into wrongful account freezes at gateways, delistings, or 
even legal uncertainty around privacy‑enhancing features.   

The industry impact: concrete pathways from privacy risk to economic harm  

● Security externalities and liability. If wallet or dApp developers must embed 
CSS‑style code for messenger modules, any exploit in that scanning stack can 
cascade into cryptographic compromise elsewhere on the device. That is a 
systemic risk for exchanges, custodians, and DeFi protocols that rely on 
user‑held keys.  

● Compliance fragmentation and cost. Divergent national interpretations of 
detection orders and “where providers already have access to content” create 
uneven obligations across EU markets. Startups bear disproportionate 
compliance burdens, and cross‑border services face product forks or feature 
removal, eroding Europe’s competitiveness. INATBA urges focusing detection 
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on services that actually see content (e.g., hosting), rather than private 
interpersonal communications.   

● Chilling effect on privacy‑enhancing R&D. E2EE, ZK proofs, and MPC are the 
engines of safer, more compliant Web3 infrastructure. Authorities themselves 
have recognized that encryption fuels privacy and innovation; undermining it 
deters investment in European security tech and drives builders offshore.   

● Vendor lock‑in and loss of transparency. Black‑box detectors and indicator 
lists run against open, verifiable security practices. That erodes 
auditability—central to both financial regulation and Web3’s trust model—and 
complicates due diligence for institutional adoption.   

A better approach exists—and Parliament has sketched it  

INATBA’s letter, echoing Parliament’s direction, lays out a path that protects children and 
preserves Europe’s cryptographic foundations: preserve E2EE unequivocally; reject 
client‑side scanning; allow targeted, time‑bound, judicially authorized detection orders 
as a last resort; prioritise risk‑based mitigation (safety‑by‑design, parental tools, robust 
reporting); and require independent effectiveness and fundamental‑rights evaluations 
before expanding obligations—using the extended derogation period to improve 
law‑enforcement capacity and evidence‑gathering. Parliament’s negotiating mandate 
already excludes E2EE from detection orders and reinforces prevention and audits for 
any detection tech.   

That is the balance to strike while the legislature finalises the file under the current 
Council timetable.   

What blockchain companies should do now  

1. Threat‑model CSS and scanning code paths. Assume an OS‑level scanning 
framework could be required by some jurisdictions. Map how that would 
interact with wallet key storage, MPC flows, and dApp messaging—and 
document why those interactions create unacceptable risks (technical memos 
will matter in consultations).   

2. Design for hosting‑side safety measures. Where your service legitimately 
sees content (e.g., user‑generated posts on a hosted front end), adopt 
proportionate reporting and takedown processes, with transparent error‑rate 
monitoring, and keep E2EE components segregated. This aligns with calls to 
focus detection where providers already have content access.   

3. Invest in privacy‑preserving child‑safety research. Support independent 
audits of detection tools, publish results, and explore methods that don’t break 
encryption (e.g., improving hotlines, rapid takedown for hosting, better 
age‑appropriate design). The EPRS has flagged the immaturity of “unknown 
CSAM” and grooming detection; rigorous evidence is needed before any 
expansion.  
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4. Engage in the legislative process. Provide concrete case studies showing how 
E2EE underpins wallet security and institutional custody, and how CSS would 
degrade device trust. Reference the EDPB/EDPS’s findings to anchor your 
arguments in fundamental‑rights law.  

Bottom line  

Generalized or client‑side scanning would create a permanent vulnerability at precisely 
the endpoints where blockchain security is won or lost. Europe has an 
opportunity—indeed, a responsibility—to choose targeted, rights-compliant enforcement 
that protects children and preserves the cryptography that safeguards wallets, 
transactions, and the broader digital economy. Parliament’s approach points the way; the 
Council should follow it.   

Sources (key official references):  

● Commission proposal COM(2022) 209; OEIL summary of Parliament’s adopted 
negotiating position (excludes E2EE from detection orders; last‑resort, targeted 
approach).   

● EDPB/EDPS Joint Opinion warning on necessity, proportionality, and the 
fundamental role of encryption. (European Data Protection Board)  

● European Parliament press release extending the ePrivacy derogation to 3 
April 2026. (European Parliament)  

● Danish Presidency timing (July–December 2025). 
(danish-presidency.consilium.europa.eu)  

● Peer‑reviewed security analysis of client‑side scanning risks. (arXiv)  

And the INATBA Privacy Working Group letter that this article draws on for 
recommendations and sector context.  
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