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The International Association for Trusted Blockchain Applications (INATBA) and its Privacy
Working Group fully support robust action against child sexual abuse online. As the Council
approaches decisions on the Regulation laying down rules to prevent and combat child sexual
abuse (COM(2022)209), we respectfully urge Member States to reject any generalized scanning of
private communications, particularly measures that would weaken end-to-end encryption (E2EE),
and to endorse a targeted, rights-compliant approach.

Context and Timing

We understand the Member States are finalizing positions ahead of a Council decision in
September, with a formal vote envisaged in October under the Danish Presidency, which has
prioritized the CSAM file.

Fundamental Rights and Technical Integrity

Every child has the right to live free from violence, exploitation and abuse. The European Data
Protection Board (EDPB) and the European Data Protection Supervisor (EDPS) have warned that
the proposal’'s detection measures, especially for unknown CSAM and grooming in interpersonal
communications, raise serious concerns as to necessity and proportionality and risk undermining
the essence of Articles 7 and 8 of the Charter. They also emphasize that encryption “contributes in
a fundamental way” to privacy, expression, innovation, and the digital economy. INATBA shares
these concerns, given our sector'’s reliance on strong cryptography for safety and trust.

Aligning with the Parliament’s Approach

The European Parliament’s position rejects blanket scanning, backdoors, and any erosion of E2EE.
It limits detection orders to a last-resort, targeted tool that is time-bound and judicially
authorized, and excludes E2EE and text messages, while strengthening risk assessments,
safety-by-design, parental controls, and user reporting. We encourage the Council to converge on
this balanced model.

Use the Breathing Space Wisely

Current voluntary detection under the ePrivacy derogation has been extended until 3 April 2026,
precisely to avoid a legal vacuum while co-legislators craft a durable framework. Any long-term
regime should be demonstrably more effective and more rights-protective than the interim.
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Recommendations to the Council

6.

Preserve E2EE unequivocally. Exclude client-side scanning and any generalized access
to content in private communications; reject measures that would require or
incentivize weakening encryption.

Adopt targeted, judicially authorized detection orders as a last resort, aligned with
Parliament’s position, with strict scope, duration, transparency, and redress—explicitly
excluding E2EE and text messages.

Prioritize risk-based mitigations (safety-by-design, robust reporting, proportionate
age-assurance for high-risk contexts) and focus detection on services where providers
already have access to content (e.g., hosting), rather than private interpersonal
communications.

Mandate independent effectiveness and fundamental rights evaluations before any
expansion of detection obligations, using the derogation’s extension period to gather
evidence and improve LEA capacity, cross-border cooperation, and rapid takedown of
hosting.

Ensure governance and oversight of the proposed EU Centre are privacy-by-design,
with technology lists vetted by independent experts and data-minimization
guarantees across reporting workflows.

Improve coordination of response and support services for victim-survivors.

INATBA stands ready to contribute technical expertise from blockchain, cybersecurity, and digital
asset infrastructure, domains that depend on uncompromised encryption, to help shape solutions
that both protect children and safeguard Europe’s security, economy, and fundamental rights.

For more information, you can follow up with us at privacy-wg-cochair@inatba.org.
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