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As blockchain technology continues to mature, its core features – immutability 
and transparency – present obstacles for complying with modern privacy 
regulations, including the General Data Protection Regulation (GDPR). The 
permanent and public nature of on-chain data, combined with blockchain’s 
decentralized framework, creates challenges for developing blockchain-based or 
decentralized solutions in areas that involve personal data. Zero-Knowledge 
Proofs (ZKPs) offer a way to overcome these obstacles, enabling blockchain 
projects to meet GDPR requirements while preserving the benefits of 
decentralization. This paper explores the key benefits and potential applications 
of ZKPs in achieving GDPR compliance. 

1. Understanding the GDPR Challenges 
GDPR imposes a comprehensive set of obligations regarding the collection, 
storage, and processing of personal data. Key provisions, such as the right to be 
forgotten and data minimization, are particularly difficult to implement within 
blockchain’s immutable structure. Once data is recorded on a blockchain, it 
cannot be easily altered or removed, which conflicts with GDPR’s requirement 
that data be erased upon request. 

Additionally, GDPR is developed on the premise of centralized entities acting as 
data controllers and data processors - roles that are ambiguous in decentralized 
systems. In blockchain, there is often no central authority responsible for 
managing personal data, making it challenging to assign accountability or ensure 
compliance. Moreover, blockchain’s transparent nature, where data is shared 
across multiple nodes, complicates the data minimization principle, which 
requires that only the necessary amount of personal data be collected and 
shared. These structural differences underscore the difficulties of aligning 
blockchain technology with GDPR’s privacy requirements. 

At the same time, blockchain combined with privacy-enhancing technology has 
the potential to eliminate reliance on intermediaries, reduce the risk of data 
misuse, and provide maximum transparency and autonomy – values shared by 
the GDPR.  
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2. Zero-Knowledge Proofs: A Solution 
ZKPs offer a practical method for addressing these privacy challenges in 
blockchain systems. ZKPs allow one party to prove to another that a statement is 
true without revealing any further information beyond the validity of the claim.  

In a typical implementation, ZKPs generate a proof that can be verified using a 
public verifying key, while the underlying data remains off-chain. Depending on 
the design, either the proof itself or a hash of an associated statement is stored 
on-chain. When only a hash is stored, verification occurs off-chain using the 
original proof, with the hash serving as an immutable anchor. For example, a ZKP 
could prove that a user is over a certain age without revealing the user’s exact 
birthdate; the cryptographic proof allows verification without sharing or storing 
any personal data on the blockchain.. 

By limiting the exposure of personal information and reducing the amount of 
data stored on-chain, ZKPs help blockchain systems comply with GDPR’s data 
minimization requirements. 

In addition, ZKPs can address the right to be forgotten by ensuring that personal 
data remains off-chain, while only a hash of the data is stored on the blockchain. 
When the off-chain data is erased, the online proof is meaningless. 

Interactive ZKPs also offer the advantage that the prover has to act for any 
verification. This addresses the right to be forgotten even in situations where the 
off-chain data has been published and its full deletion can no longer be ensured.
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3. Key Benefits of ZKPs for GDPR Compliance 
3.1 Enhancing Data Privacy and Security of Personal 
Information 
On-chain transparency, while beneficial for trust and decentralization, presents 
significant risks when it comes to handling personal data. The visibility of data 
across all network participants can increase the risk of unnecessary exposure and 
breaches, making it unsuitable for applications requiring privacy. ZKPs provide a 
way to achieve privacy by allowing the validation of claims without revealing the 
underlying personal information. 

By keeping sensitive data off-chain and only storing cryptographic proofs on the 
blockchain, ZKPs significantly reduce the risk of personal data being exposed or 
accessed without authorization. This system preserves the transparency and 
security of blockchain while protecting personal information, aligning with 
GDPR’s privacy requirements. 

3.2 Supporting Data Minimization 
ZKPs help meet GDPR’s data minimization requirement by ensuring that only 
the necessary information is processed and stored. When specific personal details 
are not needed for validation, they are neither collected nor retained. This reduces 
the data footprint on the blockchain, as only cryptographic proofs are stored, 
while sensitive data remains off-chain and is accessed only when required. 

By minimizing the data stored and shared, ZKPs lower the risk of unnecessary 
exposure and ensure that blockchain systems process only essential information. 
This approach aligns with GDPR’s principle of limiting data collection to what is 
strictly needed, protecting privacy while reducing the complexity of data 
handling in decentralized environments. 

3.3 Enabling the Right to be Forgotten and the Right to 
Rectification 
While blockchain’s immutability prevents traditional data deletion, ZKPs offer an 
alternative by ensuring that personal data is stored off-chain, with only a 
cryptographic proof. If a user requests their data to be “forgotten,” the data can be 
deleted off-chain. 

If the off-chain data is being deleted everywhere, the on-chain proof is 
meaningless. If the off-chain data is public, what should be done with the proof? 

Here, we have to distinguish between interactive ZKPs and non-interactive ZKPs. 
Interactive ZKPs require the interaction with the prover and it is up to the prover 
to decide whether to continue using the proof. As the prover is often the data 
subject or acting on behalf or in the interest of the data subject, this may very 
well align with the right to be forgotten or the right to rectification. 
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For non-interactive ZKPs the situation depends on the use case. In general, 
outside of the blockchain context, the proof could be kept or annotated as invalid 
or deleted. In the blockchain context, deletion is not an option, making it similar 
to cryptographic signatures, which cannot be deleted, but some of them can be 
revoked. Even in this comparison, blockchain-based revocation minimises privacy 
issues compared to the revocation of cryptographic signatures or certificates 
where verification requests risk exposing personal data. 

Interactive ZKPs allow the prover to control the verification. Without the 
off-chain data, without the interaction with the prover, the ZKP is 
meaningless. 

On-chain non-interactive ZKPs are similar to cryptographic signatures on an 
electronic document. As long as the document exists, they can be verified. 
Revocation or annotation of non-interactive blockchain-stored ZKPs is 
possible and does not allow verification requests to be traced. 

Whether proofs should be revoked or annotated if the original document is 
no longer valid, depends on the context, as revocation and annotation are 
also personal data that require a justification to be publicly accessible. 
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4. ZKPs in Blockchain Projects 
ZKPs have long been a focus of cryptographic research, but recent advancements 
have made their implementation more practical and accessible. With innovations 
such as ZK Virtual Machines (ZK VMs) and libraries like snarkJS and Circom, the 
complexity of integrating ZKPs into blockchain environments has been 
significantly reduced.  

Open source protocols like Iden3  implement general proving solutions like 
snarkJS, standard languages like Circom, and faster proving solutions like  
Rapidsnark for a faster and efficient client side verification. These tools streamline 
the process of generating ZKPs by providing user-friendly interfaces and 
automating the conversion of higher-level code into the necessary proof 
structures. 

4.1 Identity Verification and KYC 
In the context of identity verification, ZKPs have potential to reshape the way 
Know Your Customer (KYC) processes are conducted. Traditional KYC systems 
require individuals to share personal information, such as identification 
documents, which introduces risks related to privacy breaches and identity theft. 
ZKPs enable the verification of personal credentials without revealing the 
underlying data, supporting compliance with GDPR’s data minimization 
principle. 

Using ZKPs, an individual can prove attributes—such as being over 18 or holding 
citizenship—without exposing sensitive personal information. This cryptographic 
proof is generated on the user’s device and can be validated by the verifier 
without accessing or storing personally identifiable information (PII).  

Several companies are utilizing ZKPs to enhance identity verification and KYC 
processes in Self-Sovereign Identity (SSI) models.  

Privado ID applies ZKP technology for establishing proof of personhood services 
for end users, such as age verification or proof of uniqueness for humans or AI 
agents in the establishment of Web3 services such as DAO members, and user 
authentication for financial institutions. Togggle applies ZKP technology across 
various sectors, enabling users to verify credentials without exposing sensitive 
data. zkMe uses similar ZKP-based approaches to ensure private and 
decentralized identity verification. Dock, focusing primarily on healthcare, 
facilitates secure and private sharing of verifiable credentials in sensitive 
industries. 

 

Self-Sovereign Identity (SSI) refers to an individual’s control over their 
personal data, allowing them to manage and share it as they choose. While 
SSI often involves storing data locally on the user’s device, it can also use 
decentralized or cloud-based storage, as long as the user retains full control 
over access and sharing. 
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By enabling individuals to retain control over their personal data while ensuring 
compliance with regulatory requirements, solutions like ZKP-based identity 
verification are setting new standards for secure and efficient KYC processes. 

4.2 E-Voting Systems: Privacy Assurance through ZKP 
Another significant application of ZKP is in e-voting systems, which require both 
transparency in the voting process and the confidentiality of individual voter 
preferences. ZKPs enable a system where voters can prove they have cast a valid 
vote without revealing their voting choice or personal identity. This helps 
maintain the integrity of the voting system while fully complying with data 
privacy laws. 

Vocdoni establishes a decentralized voting application which takes leverage of 
zk-SNARKs iden3 library to enable confidential voting. 

ZKP-based e-voting systems work by generating proofs that can be verified 
without revealing the vote itself. The cryptographic protocols ensure that while 
the vote is validated, the system cannot trace the vote back to the voter, thereby 
maintaining both anonymity and accountability. For example, frameworks like 
Trevo have demonstrated how ZKP can be applied to voting systems by using 
blockchain for the transparent tallying and storage of votes together with ZKP for 
the verification of the voting process ensuring voter anonymity and ballot secrecy. 

In the Trevo framework, ZKPs ensure that no unauthorized manipulation occurs 
in the voting process, while the decentralized ledger provides an immutable 
record of all transactions. By integrating smart contracts, Trevo also allows for the 
automatic tallying of votes and the execution of specific voting-related tasks, 
further enhancing the efficiency and trustworthiness of the process. This 
application demonstrates how ZKP can overcome the tension between 
transparency and privacy in blockchain-based voting . 

4.3 Financial Applications & Privacy-Preserving 
Transactions 
In the financial sector, Zcash offers a well-established example of how ZKPs can 
be used to enhance privacy while complying with regulatory frameworks such as 
GDPR. Zcash employs zk-SNARKs (Zero-Knowledge Succinct Non-Interactive 
Arguments of Knowledge) to allow for private cryptocurrency transactions. The 
use of zk-SNARKs enables Zcash users to send and receive funds without 
disclosing the transaction details to the public blockchain. 

Theoretically, ZKPs in this context allow the verification of transactions—such as 
ensuring the validity of the amount sent—without exposing details about the 
sender, receiver, or the transaction value. This contrasts with transparent 
blockchains like Bitcoin, where all transaction details are publicly visible, making it 
difficult to maintain privacy. 

In practice, Zcash offers two types of transactions: transparent and shielded. 
Transparent transactions function like typical public blockchain transactions, 
while shielded transactions leverage zk-SNARKs to ensure privacy. In a shielded 
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transaction, Zcash hides the sender’s address, receiver’s address, and the 
transaction amount. This not only protects user privacy but also reduces the 
amount of data that is visible on-chain, supporting data minimization principles 
in line with the GDPR. 

 

Selective Disclosure: ZKP-based architectures allow users to share specific 
transaction details with authorized third parties for auditing or compliance 
purposes. This ensures adherence to regulations such as Anti-Money 
Laundering (AML) while keeping personal data private by revealing only the 
necessary information. 

Another noteworthy example of ZKP applications is Nightfall by Ernst & Young 
(EY). Nightfall is an enterprise-grade privacy solution that uses zk-SNARKs to 
enable private token transfers on the public Ethereum blockchain. Like Zcash, 
Nightfall is designed to protect  transaction confidentiality while preserving the 
security and immutability of the blockchain.  

Designed specifically for business-to-business (B2B) transactions, Nightfall 
addresses the crucial need for privacy to prevent the leaking of sensitive 
information to competitors. Its decentralized, autonomous authorization 
mechanisms allow enterprises to verify counterparties without revealing 
identities, thus supporting regulatory compliance without sacrificing privacy. This 
feature makes Nightfall particularly suitable for enterprises engaged in supply 
chain management, finance, and procurement, where the confidentiality of 
transaction data is essential. 

Furthermore, Nightfall's open-source nature encourages wider adoption of 
privacy-preserving technologies across industries, providing enterprises with a 
robust and transparent tool for conducting private blockchain transactions while 
benefiting from the advantages of decentralization. For more details, visit EY's 
Nightfall page and the GitHub repository. 
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5. Conclusion 
ZKPs offer a powerful privacy-preserving framework that enables blockchain 
systems to align with GDPR principles – supporting data minimization, enabling 
the right to be forgotten, enhancing scalability, and reducing exposure of 
personal information. By decoupling sensitive data from on-chain validation, 
ZKPs unlock privacy-enhanced use cases across identity, voting, and finance, 
while maintaining the transparency and security of decentralized systems. 

While ZKPs are not a silver bullet1, their adoption marks a pivotal advancement in 
reconciling blockchain’s transparency with modern data protection laws. As 
implementation matures and best practices solidify, ZKPs will become an 
increasingly essential tool for privacy-aware innovation in decentralized 
technologies. 

 

  

 

 

1 Implementing ZKPs at scale involves thoughtful engineering decisions. Balancing proof size, performance, and 
scalability, can be resource-intensive, and different ZKP schemes (e.g., SNARKs) come with trade‑offs – such as 
the need for trusted setups or variations in proof size – that may impact bandwidth or trust assumptions. 
To ensure robustness, careful attention is needed when designing arithmetic circuits and proof systems. As with 
any advanced cryptographic tool, rigorous auditing helps mitigate potential vulnerabilities such as 
under-constrained logic or edge-case bugs. 
Deploying ZKPs effectively benefits from strong cryptographic know-how and ongoing validation practices, 
which help maintain security and resilience even as the technology evolves. 
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